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A. How Do I Know:  

 
            How do I know the objectives of the College Network Security Policy?  

 

1.  The Network Security Policy  (NPS) of the College (District) can be found on the District 
website at http://www.laccd.edu/admin_regs/ Administrative Regulations B-28.  

 

2.  The purpose of the Network Security Policy (NSP) is to promote management practices 
that will ensure the security and reliability, confidentiality, integrity, and availability of 
organizational information resources. To achieve this goal, the College/District must 
reflect the highest standards of ethical conduct and technical competence. Therefore, 
the NSP will establish policies which will move the College (District) forward to secure 
the continuation of use of the College (LACCD)  WAN/LAN system. Unless computer 
Users implement proper security procedures, computer viruses such as Code Red and 
the “I Love You” virus and others, as well as denial-of-service attacks, Trojan horse 
programs, and other malicious activities can take advantage of computer vulnerabilities 
and result in substantial damage to the District networks.  This policy will help to 
develop procedures and guidelines to protect our systems from becoming victims of 
attacks from outside and  not allowing poor internal security to create weaknesses from 
within to corrupt the system. 

3.  Generally, this document was compiled to promote good information security concepts 
and practices by providing the following:  

a. Creating controls and defining good technical practices to support a 
dependable Information Technology Network within the District. 

b. Working in conjunction with and reinforcing the District’s B-27 (formerly E-
76) Computer Usage Policy. 

c. Maintaining the confidentiality of all proprietary or otherwise sensitive 
information encountered in the course of professional activities.  

d. Discharging professional responsibilities with diligence and honesty.  

e. Refraining from any activities that might constitute a conflict of interest or 
otherwise damage the reputation of the College (District). Ref: : 
http://www.laccd.edu/admin_regs/ Administrative Regulations B-28.  
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